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Introduction

The aim of this document is to show the features of the VEHOO lock and to guide the
user through its proper use.
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Photographs
The photographs below show the lock and all the components that make it work:

Hand/handle detectors

Emergency opening switch
Speaker

Status and configuration LED
Configuration button

Latch

Validation button
Battery
Door closed/open detector
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Hand/handle
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Revisiones
Descripción

Rev

Fecha

Aprob

Closed/open door
detector
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Nombre
Dibujado
Comprobado

ASIER

Fecha

Solid Edge ST
Error: Sin referenciaSiemens PLM Software

Lock features
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Power supply
The power supply to the lock will be provided by four 1.5 V LR14 batteries connected in
series in pairs, or by a 3 V DC supply.

Changing the batteries
Changing the batteries is recommended from the moment the first low battery
warning is issued. This warning will be issued in the form of a visual indication by the
lock itself (green LED flashing slowly) or via a warning sent through the platform (see
“Cloud platform features”).
To change the batteries, remove the lock cover and take the batteries out of their
socket by pressing lightly.

First low battery warning
When the charge of the batteries is below 2.35 V and the lock is opened with a handon-handle detection, a low battery indication is triggered (green LED flashing slowly)
before the opening sequence.

Second low battery warning
When the battery charge is below 2.22 V, the lock’s status will be set to open, if it is
not already in this status. The empty battery status will also be indicated when the
hand is brought to the lock (red LED flashing and sound).
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Opening and closing
Manual opening from inside (validation button).
The lock can be opened by pressing the validation button. The lock will remain unlocked
until the opening and closing of the door is detected. If the door is not opened, the
lock will lock again after a few seconds. Opening by means of the validation button is
not dependent on access control.

Automatic opening from inside (Handle).
The lock unlocks the door when it detects a hand on the inside handle of the door.
This unlocking mode is not dependent on access control.

Opening from outside (WiMy key).
The lock unlocks the door when actuation with a valid key is detected. Actuation by
a key induces said key to send information that will be received by the lock located
inside the home. The lock will compare the data recorded and determine whether the
key is valid or not. This unlocking mode is dependent on access control.

Remote opening (app, web).
The lock can be unlocked remotely via the cloud service. With the lock in lowconsumption status, a remote opening request will be initiated. The lock will connect
to the cloud in accordance with the time interval set; it will detect the request and will
react by initiating an opening sequence.

Self-locking.
The lock is locked when the door is closed, thanks to its closed-door detector.
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Emergency opening (emergency opening switch).
If, for any reason, the lock begins to show signs of malfunctioning, it is possible to
actuate an emergency opening. However, before performing an emergency opening,
we recommend forcing a restart of the lock via the configuration menu. If this is not
possible, remove the batteries and put them back in to force a restart. If all this fails,
the emergency opening will be applied.
PROCEDURE
• Remove the lock cover.
• Locate the emergency opening switch.
• Using a pointed instrument, move the emergency opening switch to the position
marked “UNLOCK”.
• The lock will change to the unlocked position.
• Once the door is unlocked, move the switch to its initial position.
• Contact technical support.

Alarm
The lock has a built-in alarm which operates locally by emitting a sound in the event of
any attempt at intrusion, and which can warn the user directly by sending a message
via the platform.

Self-arming.
When the door is locked, the lock’s alarm is automatically armed by default after a
preset time has elapsed. Once armed, there is a wait time, after which there will be a
reaction to the detection of a signal in the acceleration sensor in a two-stage process:
• Pre-alarm: An audio signal is triggered that notifies us of this status. If a preset
time elapses and the detection does not persist, armed status is reassumed. If the
detection persists, the lock switches to alarm mode.
• Alarm: An audio signal different from the previous one is triggered, and it continues
for a maximum set time.
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Alarm disarming
The alarm is disarmed automatically every time the door is unlocked and if there is no
previously active alarm.
When the lock’s status is set to alarm, the alarm can be disarmed by pressing the lock
validation button.

Configuration menu
The configuration menu is accessed by pressing the configuration button. If
the electronic board is on standby, this mode can be accessed by pressing the
configuration button twice.
Once in the configuration menu, a series of options can be accessed in a sequential
and cyclic manner. A short press of the configuration key moves from one option to
the next. Each option is signalled by a specific light indicator consisting of a fixed
colour that starts flashing when the option in question is accessed. In order to access
it, select the colour of the option and press the validation button.

Registering and deregistering keys
Selection indicator: fixed blue colour.
Indication within the mode: flashing blue colour (press the validation button to access
the mode).
The key registering (or deregistering) procedure involves the detection of the key
with which we want to work. This is achieved through a two-step process: The first
step is to press the button on the WiMy key, and the second step is to actuate the
lock validation button so that it is identified. At this point there must be only one key
pressed.
Key registering or deregistering in local mode is indicated by the colours green
(registering) and red (deregistering) for a set time. The process can be repeated for
the same key or for another one. The lock remains in this option until you exit by
means of a long press of the configuration key.
		

WIMy key
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Calibration
Selection indicator: fixed magenta colour.
Indication within the mode: flashing magenta colour (Press the validation button to
access the mode).
The procedure is initiated by pressing the validation button. This forces the LED to
turn off, indicating that the hand must not be placed on the handle. When the LED
lights up in magenta, this means that the hand must be placed on the handle. If the
detection process has been successful, this will be indicated by the LED lighting up in
fixed green. To exit this option, press the configuration button. If a problem has been
detected, it will be indicated with the colour red and a sound signal.

Lock initialization
Selection indicator: fixed cyan colour (press the validation button to access the
mode).
This mode initializes the lock if any malfunctioning has been detected. This mode
does not involve any changes to the lock’s settings and data. This mode is accessed
by pressing the validation button.

Lock reset
Selection indicator: fixed red colour (press the validation button to access the mode).
This mode configures the lock with its factory settings. When the lock is reset, the
key register and the events log are also erased.
Entering this mode involves restarting the lock. This mode is accessed by pressing
the validation button.

Entering Wi-Fi network parameters.
Selection indicator: fixed white colour (press the validation button to access the
mode).
This mode is used to configure the internet access point.
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In this mode, the lock makes itself visible and creates a Wi-Fi network to which you
need to connect using an external device. Once connected to the network created
by the lock, a web browser is used to enter the http://vehoo.net website, where the
network is entered alongside the password of the Wi-Fi network to which you wish
to connect the lock. This will allow the lock to connect to the Vehoo platform and will
enable the user to enjoy the benefits of having the Vehoo lock connected to the cloud.
Once these changes have been made, the lock will need to be restarted.

Access control
The lock has an entry and exit control system that can be configured via the Vehoo
platform. This access control allows us to limit or authorize access to the inside or
the outside for each of the keys registered on the system through the configuration
of daily and weekly time bands (see the information on the platform’s features in this
document).
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VEHOO platform
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Accessing the platform
There are different ways to access the platform. One way consists in accessing the
platform directly through this URL: (address). Another way is accessing the platform
through the VEHOO product page, by clicking on the “Access the platform” section.
Once on the platform, enter the username and password. If the user does not yet have
a username and password, they will have to begin the registering process by clicking
on “Register”.

User roles
There are different user roles on the platform. Roles are different from each other,
owing to the different actions that each role can perform. The role names are highly
descriptive: owner, admin, member, guest.
• Owner
There is only one owner per lock. The owner may invite, edit and revoke access to
anyone except themselves.
The owner can open the lock.
The owner can edit the lock’s information.
• Admin (administrator)
Administrators may invite, edit or revoke access to other guests or members. They
cannot perform these actions for other administrators, owners or themselves.
Administrators can open the lock.
Administrators can edit the lock’s information.
• Members
Members can only open the lock.
Members can edit the lock’s information.
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• Guest
Guests can only open the lock.

Platform home page
The VEHOO lock’s cloud platform home page is shown below. The platform has
different sections that will be itemized and explained throughout this document.
Main page:

Creating and adding a lock
When you enter the platform with your username and password, you reach the
platform’s start page. Here you can view the locks assigned to the user.

10

These are the locks that the user has access to. This means that the user can obtain
information about them, and they may even operate on them by opening them
remotely. As can be seen in image 4, there are side arrows for selecting the different
locks assigned to the user in order to be able to view each and every one of them.
The “+” button in the above image is used to add more locks to the list of locks
accessible for the user. Clicking on this button opens a space in which text can be
entered. Here the lock’s serial number is entered, thus registering the lock as one of
the locks accessible by the user.

The new lock added will appear in the above list of the user’s locks. It is important to
note that the lock that is currently selected is the one that appears largest in the list.

Keys accepted by the lock
The keys that have permission to open the selected lock appear in the lower section
of the platform. These keys are WiMy keys that open the lock via BLE (Bluetooth). The
keys have been locally configured following the steps described in the configuration
section (Registering and deregistering keys, page 7).
These keys are automatically added to the platform. When a lock communicates with
the platform through the cloud and it has new keys on its system, it uploads all the
information. The platform receives all this information, specifying the new keys that
have been added to the lock and enters them into the list of accepted keys.
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It is important to note that the maximum number of physical BLE keys for this system
is 5. No more than 5 physical keys can be added to the lock.

Access control
Access control is one of the most important features of VEHOO locks. This allows us
to grant/revoke access to keys and thus to have more comprehensive control over
who can open the lock. Keys can be assigned to different users and access control
can be edited whenever necessary.
To do so, access key editing (pencil icon) and proceed to edit. It is important to access
this feature whenever a new key is added to the lock, in order to be able to customize
the key’s access.

When a new key is added to a lock, the default permission it obtains is that of being
able to open the lock on the day of the week on which it was added. Thus, if a new key
is added on a Tuesday, it will only be able to open the lock on Tuesdays. That is, unless
that specific key’s access control is edited.
As shown in image 7, there are several options that can be edited under access
control. These are explained below.

Roles
Roles are explained in the User roles section on page 9.
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Access period
In this part of the configuration, an initial date is defined when the control will be
activated, as well as a final date when it will be deactivated. In addition to the date,
the times at which it is valid are also specified.

Periodicity
This last point is for defining the days of the week on which that specified in the
access period is repeated.

Remote opening
The lock can be opened remotely, using either the platform or the VEHOO mobile
application. In this case, when the “OPEN LOCK” button is pressed, the lock will open
without any problems. Nevertheless, it is important to note that the lock will not open
until the next cycle of communication between the cloud and the lock. You can wait
for the cycle to complete or you can force communication between both ends. To do
so, the clock needs to be woken from its “sleeping” status.
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Lock notices
When one of the available locks is selected, in addition to being able to view the keys
that can access the lock and the lock’s configuration, it is possible to view every one of
the lock’s present and past events. To do so, simply go to the selected lock’s “Activity”
section and a list of all activities and events that have occurred will be displayed.

Types of notices/events.
The notices and events that are generated in the lock and which are communicated
to the cloud/platform serve to know what is happening with the lock at any given time.
There are different types of notices, such as the door opening notice and the notice
indicating that the alarm has been triggered. Below are the events generated by the
lock that are sent to the platform.

Alarm notices
• When the lock’s alarm has been armed.
Event: The alarm has been armed automatically. The alarm moves to level 1.
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• When the lock detects a potential intrusion.
Event: An impact on the door has been detected.

• When the lock detects an intrusion.
Event: Possible intrusion attempt alarm. The alarm moves to level 2.

Mode notices
• When the lock begins to communicate with the platform.
Event: Lock in remote mode.

• When the lock detects a change in configuration.
Event: The lock’s configuration has been modified.

Door notices
• When the door has been open for too long.
Event: The door has been open for too long (60 s).

• When the door has been opened.
Event: The door has been opened.
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• When the door has closed.
Event: The door has closed.

Detection notices
• When the lock detects a hand on the handle.
Event: A hand on the handle has been detected.

•When the lock detects a valid key.
Event: A key has been detected.

Editing the lock
As its name indicates, the lock configuration section is for configuring the lock.
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The following parameters can be set here:
• The lock name
• The street of the address where the lock is located
• The time period in seconds to wake the lock and connect to the cloud
• The time zone in which the lock is located

User
Users have their own area for updating their personal data. In this area they can also
update their password, among many other things.
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